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DETAILED ACTION 

Response to Amendment 

1. This action Is in response to the amendment filed 02/13/07. Claims 1, 
7-9, 13-15, 17-18, 20, 22, 24-25, 28 and 31 have been amended; claims 5 
and 11 have been cancelled. The specification has also been amended. 

Response to Arguments 

2. Applicant's arguments filed 2/13/07 have been fully considered but 
they are not persuasive. With respect to claim 1, Applicant argues that the 
XOR operation disclosed in Housley (''Alternate Temporal Key Hash") is not 
performed with respect to the first secret key and at least a portion of the 
MAC address (page 19, last paragraph). Housley discloses that TA, the MAC 
address of the transmitter. Is assigned to part of array PIK (page 3, Section 

3.1, PHASE1_STEP1; page 12), and this information Is XORed with the first 
secret key TK (page 3, Section 3.1, PHASE1_STEP2). Applicant argues that 
Housley does not teach or suggest transforming the combination of the 
Intermediate value with the predefined key change information by hashing 
(page 19, last paragraph). Housley discloses a hash function (i.e.. Alternate 
Temporal Key Hash function) having two phases, wherein the result of phase 
1 is combined with predefined key change information IV16 (page 4, Section 

3.2, PHASE2_STEP1 and PHASE2_STEP2), and the combined data is further 
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transformed into a final l<ey (page 4, Section 3.2, PHASE2_STEP2 and 
PHASE2_STEP3). Since tlie function is a liasli function, the transforming of 
data utilizing by the hash function is part of hashing. 

With respect to claim 12, Applicant argues that Housley does not 
disclose differently processing the first secret key to generate the key for 
data encryption in instances in which the key change information has 
repeated than in instances in which the key change information has not 
repeated (page 20, last paragraph). Housley discloses calculating a first 
secret key TK (Section 2, page 2) utilizing predefined key change 
information IV (i.e., using the IV value to determine when to calculate TK); 
determining if the IV has repeated (i.e.. If the IV space is exhausted); 
differently processing the first secret key to generate the key for data 
encryption in instances in which the key change information has repeated 
(i.e., stop using the current TK and wait for a new TK) than in Instances in 
which the key change information has not repeated (i.e., using the current 
TK to generate an RC4 key for data encryption) (Section 5, page 5). 

With respect to claims 15, 22 and 25, Applicant argues that none of 
the cited references teach or suggest: (i) determining if the predefined key 
change information has repeated; and (ii) generating the key for data 
encryption based upon the second temporary key and the determination if 
the predefined key change information has repeated (page 21, 2"*^ 
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paragraph). Housley discloses determining whether the predefined l<ey 
change information IV has repeated or not (i.e., whether the IV space is 
exhausted) and generating the l<ey for data encryption based upon the 
second temporary l<ey (Section 3.2, pages 3-4) as well as the result of the 
determining step (Section 5, page 5). 

3. Applicant's arguments, see the 1^* paragraph of page 20, filed 
2/13/07, with respect to the rejection of claim 8 under 35 USC 102 have 
been fully considered and are persuasive. The rejection of claim 8 under 35 
USC 102 has been withdrawn. However, the amendment has necessitated 
new grounds of rejection that are not based on prior art. 

Claim Objections 

4. Applicant is advised that should claim 1 be found allowable, claim 3 
will be objected to under 37 CFR 1.75 as being a substantial duplicate 
thereof. When two claims in an application are duplicates or else are so 
close in content that they both cover the same thing, despite a slight 
difference in wording, it is proper after allowing one claim to object to the 
other as being a substantial duplicate of the allowed claim. See MPEP 

§ 706.03(k). 
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Claim Rejections - 35 USC §112 

5. The following is a quotation of the second paragraph of 35 U.S.C. 112: 

The specification shall conclude with one or more claims particularly pointing out and 
distinctly claiming the subject matter which the applicant regards as his invention. 

6. Claims 8-10 are rejected under 35 U.S.C. 112, second paragraph, as 
being indefinite for failing to particularly point out and distinctly claim the 
subject matter which applicant regards as the invention. Claim 8 recites the 
limitation: permutating the intermediate value by (i) exchanging a selected 
number of bits of the IV value with an equal number of other bits of the IV 
value and (ii) outputting a result of a bitwise XOR operation and the 
exchange of the bits as a value that is bit shifted. However, both (i) and (ii) 
as claimed does not involve the intermediate value. It is unclear how to 
permutate a value without involving that value. 

7. Claims 8-10 are rejected under 35 U.S.C. 112, second paragraph, as 
being incomplete for omitting essential elements, such omission amounting 
to a gap between the elements. See MPEP § 2172.01. Claim 8 recites the 
limitation: ''permutating the intermediate value by exchanging a selected 
number of bits of the IV value with an equal number of other bits of the IV 
value and outputting a result of a bitwise XOR operation and the 
exchange of the bits as a value that Is bit shifted". The omitted elements 
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are: the Inputs (i.e., operands) used in tlie bitwise XOR operation. 
Performing an XOR operation requires two inputs. 

8. Claim 28 is rejected under 35 U.S.C. 112, second paragrapli, as being 
Indefinite for falling to particularly point out and distinctly claim the subject 
matter which applicant regards as the Invention. Claim 28, which depends 
on claim 25, recites the limitation ''wherein the step of differently processing 
the secondary temporary key comprises ..." In line 2. There is Insufficient 
antecedent basis for this limitation In the claim. For examination purposes, 
it is assumed that claim 28 depends on claim 26 (see claim 26, lines 2-3). 

Claim Rejections - 35 USC §102 

9. The following Is a quotation of the appropriate paragraphs of 35 
U.S.C. 102 that form the basis for the rejections under this section made In 
this Office action: 

A person shall be entitled to a patent unless - 

(a) the invention was known or used by otiiers in this country, or patented or described in a 
printed publication in this or a foreign country, before the invention thereof by the applicant 
for a patent. 

10. Claims 1-4, 6-7, 12, 15, 18-20, 22, 25 and 29-31 are rejected under 
35 U.S.C. 102(a) as being anticipated by Housley et al. ("Alternate Temporal 
Key Hash"). Housley discloses a method and system for generating an RC4 
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key for use with WEP (Wired Equivalent Privacy) encryption algorithm in 
wireless LAN (Abstract; Section 1, l^lotivation). 

Regarding claims 1-4 and 6, Housley specifically discloses a method 
for generating a key for data encryption comprising: selecting a first secret 
key (TK); combining the first secret key with at least a portion of a user- 
specific MAC address (TA) by performing a bitwise exclusive OR (XOR) 
operation to result in an intermediate value (PIK); combining the 
intermediate value with predefined key change information (IV16); and 
transforming the combination of the intermediate value and the predefined 
key change information by hashing to generate the key (RC4KEY) (Section 
3, Alternate Temporal Key Hash Function, pages 3-4; page 12). 

Regarding claim 7, Housley further discloses performing a bitwise XOR 
operation (Section 3.2, page 4). 

Regarding claim 12, Housley discloses a method for generating a key 
for data encryption comprising: calculating a first secret key utilizing 
predefined key change information (Section 3, Alternate Temporal Key Hash 
Function); determining if the key change information has repeated or not 
(Section 5, Initialization Vector Management); and differently processing the 
first secret key to generate the key for data encryption in instances in which 
the key change information has repeated than in instances in which the key 
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change information lias not repeated (Section 5, Initialization Vector 
(Management). 

Regarding claims 15, 18-20, 22, 25, 27 and 29-31, Housley discloses a 
method for generating a l<ey for data encryption comprising: selecting a first 
secret key (TK); generating a first temporary l<ey (PIK) based upon a 
combination of the first secret l<ey with a MAC address (TA) and further 
based upon predefined l<ey change information (IV counter) and hashing; 
generating a second temporary l<ey (RC4KEY) based upon a combination of 
the first temporary key and an IV value (IV counter) (Section 3, Alternate 
Temporal Key Hash Function); determine if the predefined key change 
information has repeated; setting the second temporary key to be the final 
key for data encryption if the predefined key change information has not 
repeated; encrypting data to be transmitted with the final key (Section 5, 
Initialization Vector Management). 



Allowable Subject Matter 

11. Claims 8-10 would be allowable if rewritten or amended to overcome 
the rejection(s) under 35 U.S.C. 112, 2nd paragraph, set forth in this Office 
action. 
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12. Claims 13-14, 16-17, 21, 23-24, 26-28 and 32 are objected to as 
being dependent upon a rejected base claim, but would be allowable If 
rewritten In Independent form Including all of the limitations of the base 
claim and any intervening claims. 

Conclusion 

13. The prior art made of record and not relied upon is considered 
pertinent to applicant's disclosure. 

Housley et al., "Temporal Key Hash" 

14. Applicant's amendment necessitated the new ground(s) of rejection 
presented in this Office action. Accordingly, THIS ACTION IS MADE 
FINAL. See MPEP § 706.07(a). Applicant Is reminded of the extension of 
time policy as set forth in 37 CFR 1.136(a). 

A shortened statutory period for reply to this final action is set to 
expire THREE MONTHS from the mailing date of this action. In the event a 
first reply Is filed within TWO MONTHS of the mailing date of this final action 
and the advisory action is not mailed until after the end of the THREE- 
MONTH shortened statutory period, then the shortened statutory period will 
expire on the date the advisory action is mailed, and any extension fee 
pursuant to 37 CFR 1.136(a) will be calculated from the mailing date of the 
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advisory action. In no event, liowever, will the statutory period for reply 
expire later than SIX MONTHS from the date of this final action. 

Any inquiry concerning this communication or earlier communications 
from the examiner should be directed to Minh Dinh whose telephone number 
is 571-272-3802. The examiner can normally be reached on Mon-Fri: 
10:00am-6:30pm. 

If attempts to reach the examiner by telephone are unsuccessful, the 
examiner's supervisor, Gilberto Barron can be reached on 571-272-3799. 
The fax phone number for the organization where this application or 
proceeding is assigned is 571-273-8300. 

Information regarding the status of an application may be obtained 
from the Patent Application Information Retrieval (PAIR) system. Status 
information for published applications may be obtained from either Private 
PAIR or Public PAIR. Status information for unpublished applications is 
available through Private PAIR only. For more information about the PAIR 
system, see http://pair-direct.uspto.gov. Should you have questions on 
access to the Private PAIR system, contact the Electronic Business Center 
(EBC) at 866-217-9197 (toll-free). If you would like assistance from a 
USPTO Customer Service Representative or access to the automated 
information system, call 800-786-9199 (IN USA OR CANADA) or 571-272- 
1000. 
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